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Abstract

The Ph.D. thesis “Information Security Challenges in Public Administration and
Innovative Ways of Response” consists of 4 parts — introduction, literature review, results
research and judgment, conclusions.

Literature review covers analysed Georgian and foreign publications, books and the
research content. They became the basis to assess the research level of information security
management. Due to the specificity of the sphere, the attention is drawn on the newest
research, statistics presented by experts and scientific papers.

Introduction defines the relevancy of the research topic, research goals and tasks, its
scientific novelty, research methodology, theoretical and practical significance and
information about the approbation of work.

The main part of the paper is presented with 5 chapters, which are divided into sub-
chapters. The first chapter defines the role of information in the digital universe,
information security pyramid, its parameters and the inevitability to defend them. Based on
the trustworthy statistics, the future trends are demonstrated, which highlights the
necessity to bolster cyber security not only in Georgia, but also throughout the world,
especially within Industry 4.0 revolution and emerging breaking technologies. The review
of the western efforts towards the concept of collective defence will also be found here.

The Georgian information security system is covered in the second chapter.
Georgian law on Information Security is analysed here along with the critics around it, as
well as the national cyber security strategy and the subjects responsible for cyber security.
The international methodology for assessing the countries in the sphere of information
security is presented here together with the existing challenges. Here we also refer to the
efforts which the country makes to minimize security risks.

The third chapter is about the biggest and most famous cyber attacks against
countries, including Georgia. Attention is drawn on the software and technical potential,
which is alarming, now, in the modern cyber sphere and which is the biggest risk for the
Georgian public administration information system. The consequences are analysed not
only on the information systems, but also on the physical infrastructure. Based on analysis,
the possible studied and innovative ways are mentioned to avoid the threats.

The fourth chapter covers cyber espionage, which, based on the recent cases, was
demonstrated to be the major cyber threat for the states. Attention is drawn on the aims of
cyber espionage, methods and means, which the perpetrators use to achieve malicious goals.
When demonstrating aims, we present relevant statistics and information about the tactics
of the malicious actors. The most famous examples and the consequences of cyber espionage
is also covered here, along with case against Georgia, one of the first ever. Based on
discussion, we present the list of possible methods, useful to stay away from such cases and

minimize harmful consequences.
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Information security risk management necessity is discussed in the fifth chapter,
together with its benefits, process of management based on the approved international
standards and the challenges coming up in this way in Georgian context. Here, the best
practice and innovative ways are demonstrated to optimize management and minimize
risks. In the last subchapter, we cover the risks associated with the latest, innovative
technologies and present the view, based on which they should be regarded as the
opportunity to establish the enhanced automated systems of security, rather than the threat.

In the final part of work, based on the performed researched, studied literature,
personal experience, exchanged information via international conferences and cyber
exercise, the conclusions and recommendations are summarized, which will be practically
valuable to manage information security. Each of these solutions, the major part of which
has never been examined in the Georgian public administration system, is explained,
strengthened with international research and/or experience and supported with specific
benefits. The possible existing obstacles are also envisaged.

On each step of discussing the research topic, we take into consideration its use from
the management perspective. Therefore, the attention is drawn not on the technical
solutions, but on the best practice to administer the information security.

To provide clarity, tables and drawing are introduced, part of which is made by me
and others are referenced from recent researches and reports drafted by acknowledged
experts of the sphere.

While performing research, Georgian, European and American experience is
foreseen. I had discussions on possible ways of overcoming the existing information security
challenges with experts on international workshops in Czech Republic and Romania, on
the international conferences in Tbilisi and Tallinn, also when participating in the cyber
exercise in Atlanta, USA.

The piece of work will be beneficial for representatives from both government and
private sectors, as the innovative ways of managing information security can be
implemented in each sector. Additionally, the mechanisms for public-private partnership
is studied and the opportunity of implementing in the Georgian reality is offered. The

research will be no less interesting for the academic sphere representatives.
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