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evoluciuri algoriTmebi informaciis dacvis  

amocanebSi 

gulnara janeliZe, badri mefariSvili 

saqarTvelos teqnikuri universiteti 

rezume 

qseluri Tavdasxmebis mudmivad cvalebadi xasiaTi moiTxovs moqnili dacvis sistemis 

Seqmnas, romelsac eqneba qseluri trafikis didi moculobis gaanalizebis unari. 

informaciis dacvis inteleqtualuri sistemebis organizebisTvis sabazoa neironuli 

qselebi. msgavsma sistemebma unda uzrunvelyos avtomaturi da operatiuli reaqcia dasacavi 

sistemis mowyvladobis xasiaTis an safrTxeTa sivrcis cvlilebisas, rasac mivyavarT  

informaciis dacvis sistemebSi evoluciuri meTodebis gamoyenebasTan. SemoTavazebulia 

genetikuri algoriTmis gamoyenebiT neironuli qselis kavSirebis wonebis optimizaciis 

amocanis gadawyveta, qselis rogorc ucvleli topologiis, aseve Sesabamisobis funqciis 

mixedviT cvalebadi topologiis SemTxvevebisTvis. 

sakvanZo sityvebi: genetikuri aloriTmi. neironuli qseli. wonebis optimizacia. 

1.DSesavali 

qseluri resursebis usafrTxoebis amocanebis gadasawyvetad sakmaod efeqturad 

gamoiyeneba neironuli qselebis meTodi. neironuli qselebi saxeTa Secnobisa da 

klasifikaciis sxvadasxva praqtikuli amocanis amoxsnis saSualebas iZleva. am meTodis 

upiratesobaa, rom maT SeuZliaT avtomaturad moipovon codna ganswavlis procesSi da 

aqvT ganzogadebis unari. qselis ZiriTadi elementia xelovnuri neironi – biologiuri 

nervuli ujredis  maTematikuri modeli[1]. 

neiroqselebis ganswavlis modulis ZiriTadi amocanaa xarisxianad ganswavluli 

qselis momzadeba Tavdasxmis amosacnobad. operatori, romelic muSaobs mocemul modulTan 

ganiwavlis neironul qsels  da aanalizebs qselis parametrebs ganswavlis Semdeg, ris 

safuZvelzec akeTebs misi mimdinare mdgomareobis Sefasebas.  neiroqselebis ganswavlis 

programasTan muSaobis damTavrebis Semdeg, operatori inaxavs qselis mimdinare maCveneblebs, 

romlebic Semdgom gamoyenebuli iqneba mocemuli qselis gansaaxleblad qseluri trafikis 

analizatorSi. 

Tanamedrove periodSi mraval antivirusul utilitaSi, qseluri daculobis analizis 

programebSi, SeimCneva xelovnuri inteleqtis teqnologiebis gamoyenebis masStabebis zrdis 

tendencia. amas xels uwyobs masSi ganswavlis SesaZleblobebis arseboba, xelovnuri 

inteleqtis meTodebis aqtiuri ganviTareba, qseluri safrTxeebis ricxvisa da sirTulis 

zrda. 

2. ZiriTadi nawili 

ganvixiloT informaciuli usafrTxoebis praqtikul amocanaSi neironuli qselis 

gamoyenebis magaliTi, sadac neironuli qselis saSualebiT saWiroa monacemTa bazaze 

wvdomis deteqtireba romelime programuli uzrunvelyofidan an anomaliis gansazRvra 

momxmareblis muSaobaSi. neironul qsels aqvs oTxi Sesasvleli, romelTagania:  

- informaciis moculoba, romelic CaitvirTeba monacemTa bazidan sakontrolo 

periodis ganmavlobaSi. miRebuli mniSvneloba unda iqnas normalizebuli, ramdenadac 

monacemTa bazidan wakiTxuli moculoba winaswar ar aris cnobili da individualuria 
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calkeuli amocanisaTvis da calkeuli momxmareblisaTvis. normalizaciis saxiT SeiZleba 

gamoyenebul iqnas trafikis Sefaseba aTquliani skaliT, anu 0 aRniSnavs, rom moculoba 

nulis tolia, 10 aRniSnavs trafikis maqsimalur moculobas;  

- wuTSi tranzaqciis raodenoba; 

- wuTSi monacemTa modifikaciis operaciis raodenoba. am magaliTSi avtomatizebuli 

muSa adgili iyenebs mokle tranzaqciebs, anu erTi tranzaqciis CarCoSi Cveulebriv SeiZleba 

iyos monacemebis modifikaciis 1-2 operacia; 

- monacemTa bazebis leqsikonze mimarTvis niSnebi. umetesoba klientis 

avtomatizebuli muSa adgili leqsikons ar mimarTavs. rac ganasxvavebs maT damuSavebebis 

saSualebebisa da administrirebisagan. niSnebi iqneba diskretuliL 0 – ar aris mimarTva, 1- 

aris mimarTva, da maT eqnebaT ramdenime - calkeul cxrils TiTo, bazis leqsikoni. mocemul 

magaliTSi gamoiyeneba pirdapiri ganvrcobis orfeniani neironuli qseli, romelic Seicavs 

ori neironisagan Semdgar erT farul fenas da gamomaval fenas erTi neironiT (nax.1). 

 

nax.1. orfeniani neironuli qseli 

neironuli qselis gamosasvleli SeiZleba iqnas interpretirebuli rogorc mimdinare 

qmedebebis xakeris moqmedebebTan procentuli Sesabamisoba. aseTive xerxiT SeiZleba iqnas 

organizebuli sxvadasxva Tavdasxmis gansazRvra da axali tipis safrTxeTa mimarT 

adaptacia. 

informaciis dacvis inteleqtualuri sistemebis organizebisTvis sabazoa neironuli 

qselebi. arsebul eqspertul sistemebSi neironuli qseli gamoiyeneba Semosuli 

Setyobinebebis filtraciisaTvis, eqspertuli sistemebisaTvis damaxasiaTebeli mcdari 

Sedegebis raodenobis Semcirebis mizniT. mxolod, Tu ganswavlis Semdeg neironulma qselma 

daiwyo axali Tavdasxmebis identificireba, maSin eqspertuli sistemis codnis baza unda 

ganaxldes. winaaRmdeg SemTxvevaSi axali Semotevebi mis mier iqneba ignorirebuli, vinaidan 

axali safrTxeebis Secnoba SeuZlebeli iqneba Zveli wesebis mier [1,2].  

neironuli qselis bazaze organizebul informaciis dacvis sistemas aqvs trafikis 

damuSavebis da gaanalizebis unari Semosuli informaciis borotad gamoyenebis arsebobis 

SemTxvevaSi. Tumca neironuli qselebis ZiriTadi nakli aris analizis Sedegebis formirebis 

gaumWvirvaloba. mxolod hibriduli, rogoricaa neiro-eqspertuli an neiro-aramkafio 

sistemebis gamoyeneba iZleva saSualebas neironuli qselis struqturaSi cxadad gamoisaxos 

If (piroba) – Then (qmedeba) wesebis sistema. aRniSnuli wesebi  avtomaturad koreqtirdeba 

neironuli qselis ganswavlis procesSi. neironuli qselebis adapturobis Tvisebas unari 

aqvs aramarto amoxsnas safrTxis identifikaciis da momxmareblis qcevis sistemaSi arsebul 
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SablonebTan Sesabamisobis amocana, aramed avtomaturad gaukeTos formireba axal wesebs 

safrTxis velis Secvlisas.  

evoluciuri meTodebi gamoiyeneba mravalparametriani optimizaciis amocanebis 

gadasawyvetad. rogorc wesi msgavs SemTxvevebSi funqcia SeiZleba gamovsaxoT Semdegi saxiT: 

𝑓(𝑥1,𝑥2,……𝑥𝑛), sadac n parametrebis raodenobaa. napovni unda iqnas mocemuli funqciis 

globaluri maqsimumi an minimumi. informaciis dacvis inteleqtualurma sistemam unda 

uzrunvelyos avtomaturi da operatiuli reaqcia dasacavi sistemis mowyvladobis xasiaTis 

cvlilebisas an safrTxis velis cvlilebisas, rasac mivyavarT  codnis bazis 

dinamikurobidan gamomdinare informaciis dacvis sistemis adaptaciis amocanis 

gadawyvetasTan.  

inteleqtualuri saSualebebis manqanuri ganswavlis evoluciuri midgoma efuZvneba 

bunebrivi gadarCevis da genetikis gamoTvliT modelebs. evoluciuri gamoTvlebis meTodebi 

moicaven: genetikur algoriTmebs, evoluciur strategiebs da genetikur programirebas. 

yvela am meTodiT SesaZlebelia evoluciis modelireba gadarCevis, mutaciis da 

mwarmoeblurobis gamoyenebiT.  

informaciis dacvis neiroqseluri sistemebisaTvis evoluciuri meTodebi da kerZod, 

genetikuri algoriTmebi gamoiyeneba neironuli qselis ganswavlisas Secdomebis 

minimizebisaTvis. genetikuri algoriTmebi rogorc rTuli sistemebis optimizaciis meTodi 

mniSvnelovan interess iwvevs neiroqselur TematikasTan mimarTebiT. genuri algoriTmebis 

cnobili meTodebi, romlebic gamoiyeneba neironuli qselebis ganswavlisaTvis 

neironTaSoris kavSirebis wonebis optimizaciis gziT, SeiZleba daiyos: qselis ucvleli 

topologiisas kavSirebis wonebis optimizaciis meTodebad da mocemuli Sesabamisobis 

funqciis mixedviT cvalebadi topologiisas kavSirebis wonebis optimizaciis meTodebad.   

tipiuri genetikuri algoriTmi neironuli qselis kavSirebis wonebis 

optimizaciisaTvis moicavs Semdeg etapebs: qromosomas kodireba; Sesabamisobis funqciis 

gansazRvra, romlis mixedviTac ganxorcieldeba calkeuli neironuli qselis gadarCeva 

misi evoluciis procesSi;  evoluciis modelirebisaTvis genetikuri operatorebis SerCeva, 

rogoricaa: TanakveTa, inversia, mutacia [3]. dasawyisSi vnomravT neironuli qselis kvanZebs, 

Semavali fenidan dawyebuli da mis topologias warmovadgenT kavSirebis kvadratuli 

matricis saxiT, romlis striqonebis(svetebis)  raodenoba neironuli qselis kvanZebis 

raodenobis tolia. amasTan matricis TiToeuli elementi Seesabameba calkeul 

neironTaSoris kavSirs da kavSiris wonis mniSvnelobis tolia. Tu neironTa Soris  kavSiri 

ar aris, maSin matricis elementis mniSvneloba nulis tolia (nax.2).  

mocemul SemTxvevaSi genebis rangSi SeirCeva kavSirebis wonebis mniSvnelobebi, 

romlebic asocirdebian formaluri neironebis SesasvlelebTan. qromosoma warmoadgens 

wonebis jgufs, romlebic miiReba wonebis matricis calkeuli striqonis mniSvnelobebidan. 

genetikuri operaciebis rangSi gamoiyeneba: TanakveTa da mutacia. TanakveTis Sedegad miiReba 

Svili qromosomas wyvili ori mSoblidan SemTxveviT arCeuli erTsaxeliani genis gacvlis 

gziT. mutaciis operatori axdens qromosomas genis(wonis) Canacvlebas mocemuli 

diapazonidan SemTxveviT aRebuli woniT. 
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nax.2. genetikuri algoriTmi neironuli qselis kavSirebis  

wonebis optimizaciisaTvis 

calkeul evoluciur ciklSi gamoiTvleba neironuli qselis gamosasvlelebis 

mniSvnelobebi da Sesabamisobis funqciebi. qromosomas gadarCeva Semdgom populaciaSi xdeba 

Sesabamisobis funqciis mixedviT. Semdgom xorcieldeba momdevno evoluciuri mcdeloba 

manam, sanam  Tundac erTi qromosoma ar daakmayofilebs neironuli qselis ganswavlaSi 

dasaSvebi Secdomebis moTxovnebs.  

analogiurad genetikuri algoriTmebis gamoyenebiT SesaZlebelia neironuli qselis 

topologiis optimizacia, anu qselSi neironebis da neironTaSorisi kavSirebis optimaluri 

ricxvis SerCeva.  SevadginoT qselis kavSirebis matrica, romlis calkeuli elementi 

aRvniSnoT 0-iT Tu neironul qselSi kavSiri ar aris, xolo 1-iT  - winaaRmdeg SemTxvevaSi. 

qromosoma warmoiqmneba kavSirebis matricis striqonebis mimdevrobiTi gaerTianebis gziT. 

evoluciuri procesi moicavs Semdeg etapebs: 

1. sawyisi populaciis formireba, anu mocemuli intervalidan airCeva sawyisi 

genotipebis winaswar gansazRvruli raodenobis SemTxveviTi mniSvnelobebi;  

2. sawyisi amonaxsnebis Sefaseba. igi gansazRvravs saxeobis sicocxlisunarianobas 

momdevno iteraciaSi; 

3. saxeobaTa ranJireba. rac iTvaliswinebs sortirebis Sedegebis Sesabamisad yoveli 

saxeobisaTvis rangis miniWebas;  

4. krosoveri. am etapze xdeba liderTa jgufis saxeobaTa dawyvileba rangis 

Sesabamisad.  yoveli wyvilisaTvis saukeTeso wyvetis wertilis povnis TvalsazrisiT xdeba 

Sidawyviluri gadarCevis cikli, romlis drosac wyvilTa nawilebi jvaredinad Seicvleba 

anu miiReba STamomavlobis SesaZlo variantebi, romlebic Sefasdeba miznobrivi funqciis 

mixedviT. Sida ciklis Sedegad ganisazRvreba saukeTeso Sejvareba da ori STamomavali. 

Tumca, Tu STamomavalTa funqciuri Sefaseba mSobelTa Sefasebaze uaresi aRmoCnda, maSin 

maT mieniWebaT mSobelTa Sefaseba; 

5. daxarisxeba. Catarebuli genetikuri operaciebis Semdeg kvlav xdeba saxeobaTa 

sortireba klebis mixedviT, romlis drosac gamoikveTeba lideri maqsimaluri Semgueblobis 

unariT;  

6. algoriTmis dasruleba. mocemul etapze mowmdeba lideris funqciuri mniSvneloba. 

Tu momdevno iteraciaze lideris funqciuri mniSvneloba izrdeba, maSin gadavdivarT 

momdevno etapze. Tu lideris funqciuri mniSvneloba aRar ganicdis zrdas an piriqiT 

iwyebs klebas, maSin gadavdivarT mocemuli saxeobis mutaciaze. Tu mutaciis meSveobiT 

miznobrivi funqciis mniSvneloba ar gaizarda, maSin algoriTmi amTavrebs muSaobas. rac 

niSnavs rom optimaluri amonaxsni miRebulia. unda aRiniSnos, rom ramodenime iteraciis 
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Semdeg populaciis wevrebi mniSvnelobaTa erT areSi ganTavsdebian, es aris optimumis are, 

saidanac moxdeba optimaluri amonaxsnis amorCeva.  

3. daskvna 

 yovelive zemoaRniSnulidan gamomdinare xelovnuri inteleqtis meTodebis gamoyeneba 

qseluri sistemebis dacvisaTvis metad aqtualuria. genetikuri algoriTmebi warmoadgenen 

inteleqtualuri saSualebebis, kerZod neironuli qselebis woniTi kavSirebis adaptirebadi 

parametrebis optimizaciis efeqtur saSualebas. zogierTi ganxiluli meTodi SeiZleba 

jerjerobiT naklebad aris gamoyenebuli, magram cxadia, rom maT aqvT didi perspeqtivebi 

qseluri usafrTxoebis sferoSi.  
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EVOLUTIONARY ALGORITHMS OF INFORMATION PROTECTION PROBLEMS 

Janelidze Gulnara, Meparishvili Badri 
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Summary 

Constantly changing nature of network attacks requires a flexible protection system, which 

will have the ability to analyse large volumes of network traffic. Neuronal networks are the basis 

for organizingsystems of protection of intellectual information. Such systems must ensureautomatic 

and operative reaction in case of changes of vulnerability of protective system or space of threats, 

which leads tothe use of evolutionary methods in protection of information systems. The thesis 

presentssolution of neuronal network connections weights optimization problem by using genetic 

algorithm, in the case of a constant network topology and in the case of changeable topology of 

compatibility functions. 

 

ЭВОЛЮЦИОННЫЕ АЛГОРИТМЫ В ЗАДАЧАХ ЗАЩИТЫ ИНФОРМАЦИИ 

Джанелидзе Г., Мепаришвили Б. 

Грузинский Технический Университет 

Резюме 

Постоянно изменчивый характер сетевых атак требует создание систем защиты, 

которые будут способны анализировать большой объем сетевого трафика. Базисом для 

организации интеллектуальных систем по защите информации являются нейронные сети. 

Подобные системы должны обеспечить автоматическую и оперативную реакцию при 

изменении характера уязвимости или пространства угрозы защитной системы, что приводит 

к использованию эволюционных методов в системах защиты информации. В работе 

представлено решение задач по оптимизации веса связей нейронных сетей с использованием 

генетических алгоритмов для сети  как с постоянной топологией, а также для сети с 

изменчивой топологией по функции совместимости. 


